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Context

Round Maodification Analysis on AES
Proposed Round Modification Analysis on A
Electromagnetic Glitch Injection Technigque
Concrete Results with EMG

Conclusion
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Faulty
Ciphertext

Fault injection means : Power supply glitch, Clock glit ch, EM glitch, Laser shot ...

disturb the encryption/decryption process through unusual environmental conditions i
order to :

 reduce the encryption complexity (e.g. round reduncanalysis),

« differential fault analysis = comparison betweerrect and faulty ciphertexts.

« safe errors, HW/SW reverse engineering, ...

> retrieve information on the encryption process (nérmation leakage) | PAGE 3






Initial round

Rounds 1..9

Final round

cipher key
K

round key
K.

round key
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Initial round

Rounds 1..9

Final round

cipher key
K

round key
K.

round key
Kio

RoundM odificationAnalysis

RoundReductionAnalysis

decrease the number of executed rounds

RoundAdditionAnalysis

increase the number of executed rot

RoundAlterationAnalysis

modification of the round order
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Initial round

Rounds 1..9

Final round

cipher key
K

iteration

round key
K.

COMP ( RC, RCwmax )

round key
Kio

RoundM odificationAnalysis

RoundReductionAnalysis

H. Choukri et al. [2005]

J.H. Park et al. [2011]

K.S.Baeet al.[2011]

RoundAddition Analysis

J.M. Dutertre et al. #3 [2012]

RoundAlterationAnalysis

J.M. Dutertre et al. #2 [2012]
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Attack

Type

Encryption sequence

Req.
texts

Key
search
average
time

H. Choukri et al. PIC16F877 Power Round Ro'Rm 2 1 second
[FDTC'05] 8-bit Glitch  Reduction

J.H. Park et al. ATmegal28 Laser Round Ry-Ri-Ryg 10 10 hours
[ETRI'11] 8-bit Reduction

K.S. Bae et al. ATmegal28 Laser Round Ro--Rg-Ryg 2 1 second
[ICCIT'11] 8-bit Reduction

J.M. Dutertreetal.  Unknown mcu Laser Round Ro--Rs'Rm'Rf 3 1 second
#2 [HOST'12] 0.35um 8-bit Alteration

J.M. Dutertreetal.  Unknown mcu Laser Round Ro--Rg'Rm—lo'Rf—u’ 3 1 hour &

#3 [HOST'12] 0.35um 8-bit Addition - - 30 minutes
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‘l! Fault model : Instruction alteration

4
2-~'x-_;1->€-~(]5<

Round 10

C (correct ciphertextr SR 0 SBIg) A K,
C (correct ciphertextr FR Mo) A Ky




X e

‘lr Fault model : Instruction alteration

/

Round =10’

A

Round 10

e

D (faulty ciphertext= SR 0 SB [MC 0 SR 0 SB{jy) A K ol A K’ 10
D (faulty ciphertext= FR [ MRYlo] AK ol AK 10

C (correct ciphertextr SR 0 SBIg) A K,
C (correct ciphertextr FR Mo) A Ky




D (faulty ciphertext= FR [MRM,) A K’ o] A K4,

1 plaintext
C (correct ciphertextr FR (Mg) A KlO
2 plaintexts
M2 Mb FRYD2AK’,) A FRYDPAK’,) =MC(C2A Cb)

2 hypothese on eacl’ ,, byte (27¢for a 128-bits AES key)

Calculationtime : < 1 second

Alternative solution : 3 plaintexts, instead of 2
thus, 1 hypothesis for eagh,,byte

4343
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» Control computer
* The target device
» Motorized stage
 Pulse generator
 Coil antenna.

e Pulse width : 10 ns
* Rise and fall transition time : 2ns
» Pulse amplitude : -200V / +200V

The computer controls both the pulse generator (through a rs-232 link) and
the target board (through a usb link).
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Target Description

» Up-to-date 32-bit microcontroller

* Designed in a cmos 130nm technology

» Based on the arm Cortex-M3 processor.

» Operating frequency is set to 24MHz.

» Can detect several types of hardware fa

* When a specific type of hardware fault is detected, the processes its associated interrupt.

Exception Description
Hard fault Error during exception processing

Has the highest priority
Bus fault Memory related fault

For an instruction or data memory transaction
Memory Triggered by the memory protection unit
Management Fault|Possible access to a restricted memory area
Usage Fault Fault related to instruction execution

Undefined instruction, illegal unaligned access, etc.
Clock Security Error on the high speed external clock
System
Programmable The power supply is under a user-defined threshold | PAGE 15
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Core Power Supply [ Volts)

0.4

0.3

0.1

—02r

-93;

EM Channel : main strengths

B Does not require depackaging
B Does target the upper metal Layer

the target.
(Power/Ground or Clock networks).

* 180V injectedEMG

 negative spike of less than 50ns width and
300mV amplitude.

during 20ns

£Oo0OM

e

25 3 35 4
Time (50 us/div)

45

Logical Effect :

instruction alteration
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Round Madification Analysis by targeting the round counter
Fault induced at the end of the penultimate round
Execution of a second penultimate round

EMG Fault model : instruction alteration

High occurrence rate / without triggering hardware interrupts
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Attack

Mean

Type

Encryption sequence

Req.
texts

Key
search
average
time

32-bit

H. Choukri et al. PIC16F877 Power Round Ro,-R 2 1
FDTC'05] 8-bit Glitch  Reduction m second
[
J.H. Park et al. ATmegal28 Laser Round R,-R-Ry, 10 10
[ETRI'11] 8-bit Reduction hours
K.S. Bae et al. ATmegal28 Laser Round Ro--Rs'Rlo 2 1
-bit eduction secon
[ICCIT'11] 8-bi Reducti d
.M. Dutertre et al. Unknown mcu Laser Round Ro--Rs'Rm'Rf 3 1
#2 [HOST'12] 0.35um 8-bit Alteration second
J.M. Dutertre et al. Unknown mcu Laser Round Ro--Rg'Rm—lo'Rf—ll’ 3 1 hour
#3 [HOST'12] 0.35um 8-bit Addition - - & 30
minutes
Our experiment ARM Cortex-M3 EM Round Ro--Rg'Rm—g"Rf—lo’ 2 1
[COSADE’13] based 130nm Glitch  Addition - - second







Round 10

An exceptional case may happen when a byte value D2 is equal to
the corresponding byte on the second encryption;
i.e. D? [byte | = DP [byte |

Round =10’

E E E A A
E
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Example:

Me:
Mb :

ce:
Cb:

De:
Db :

An exceptional case may happen when a byte value D2 is equal to
the corresponding byte on the second encryption;
.e. D? [byte | = DP [byte |

Round =10’

-
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De:

TP
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1
data —«— D Q

- —
——D
clk clk>Q
o
Tclk + Tskew - Tsetup
data arrival time = de_>Q + DpMaX data required time = T + Tqew - Tsetup

—> Tclk > DcIk->Q + DpMax - Tskew + Tsetup

I = F(Vdd)

Violating this timing constraint results in fault injection.
Usually IC are designed to tolerate : Vdrops < 0.1 x Vdd
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